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IN EXERCISE ol'the powers conferred by section 3A (g) of the
Insurance Act, the Insurance Regulatory Authority issues the following
guidelines-

l. These guidelines may be cited as the Insurance (Anti-Money
Laundering and Combating Financing of Terrorism) Guidelines, 2020.

2. In these guidelines, unless the context otherwise requires-

"Act" means the Insurance Act;

"Authority" refers to Insurance Regulatory Authority;

"berreficiary" refers to the beneficiary to the insurance contract;

"Centre" rel'ers to the Financial Reporting Centre established
under section 2l of Proceeds of Crime and Anti-Money Laundering
Act,2009;

"customer" ret'ers to a policyholder or prospective policyholder;

"money laundcring" has the same meaning as provided for under
the Proceeds of Crime and Anti-Money Laundering Act, 2009;

"politically exposed persons" has the same meaning as defined
in the Procecds of Crimc and Anti Money Laundering Regulations,
2013; and

"regulated entity" refers to insurers, takaful operators and
microinsurers underwriting life assurance; brokers and agents
licensed under the Act.

3. (1) The object of these guidelines shall be to outline the
requirements for regulated entities to develop programmes to
efl'ectively combat money laundering and financing of terrorism
activities.

4. These guidelines shall apply to regulated entities.

5. (l) A regulated cntity shall establish and maintain a anti-
money laundering and combating financing of terrorism program
including comprehensive risk assessment, screening process and
controls to mitigate any risks arising from money laundering or
financing of terrorism.
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(2) A regulated entity shall adopt policies on anti-money

laundering and Jombating financing of terrorism for the Prevention of
transactio;s that may ficilitate money laundering or financing of
terrorism.

(3) A regulated entity shall formulate and implement internal

p.o."drr"t ani other controls to deter criminals tiom using its

iervices and products for money laundering and financing of
terrorism.

6. Thc board ol' a regulated entity shall-

(a) establish policies and procedures for the prevention,

detection, reporting and control of money laundering and

financing of tenorism activities; and

(b) promote a strong risk and compliance culture and develop

monitoring and reporting mechanisms to support anti-money

laundering and combating financing of terrorism controls'

7 . The management of a regulated entity shall-

(a) develop, implement and issue to its staff instrucl'ion manuals

setting out Procedures lbr-
(i) customer acceptance and identification;

(ii) customer due diligence;

(iii) record-keeping;

(iv) identification and reporting of suspicious transactions;

(v) statT screening and training; and

(vi) establishing legitimate sources of funds;

(b) ensure that the internal audit or compliance tunction

regularly verities compliance with anti-money laundering

and financing of terrorism policies, procedures and controls;

(c) assess and ensure that the risk mitigation procedures and

controls work effectivelY;

(d) register with the Centre and comply with the any reporting

requirements;

(e) report to the Centre suspicious transactions; and

(1) appoint a Money Laundering Reporting Officer'

8. ( I ) A regulated entity shall appoint a Person in management as

a Money Laundering Reporting Officer who shall have relevant

competence, authority and independence.

(2) Other than in the case of a sole ProPrietor, a principal ollic.er

and internal auditor of a regulated entity shall not qualify to be

appointed as a Money Laundering Reporting Otficer'
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9. A Money Laundering Reporting Officer of a regulated entity
shall -

(a) co-ordinate the development. of a programme on anti-money
laundering and combating financing of terrorism
compliance ;

(b) monitor, review and co-ordinate the implementation of the
anti-money laundering and combating financing of terrorism
compliance program;

(c) receive and vct suspicious transaction reports from the
regulatcd entity's staff;

(d) submit suspicious transaction reports to thc Centre;

(e) co-ordinate the training of staff in anti-money laundering and
combating tinancing of terrorism awareness, detection
methods and reporting requirements;

(0 together with the human resources function, ensure that new
members of staff are screened; and

(g) act as a liaison officer for the Authority and Centre and a
point o[ contact for all employees on issues relating to
money laundering and financing of terrorism.

10. A regulated entity shall ensure that the Money Laundering
Reporting Officer has access to other information that may be of
assistance to the otficer in respect of suspicious or unusual transaction
reports.

I l. ( I ) Thc board of a regulated entity shall ensure that -
(a) annual independent audits of the internal anti-money

laundering and combating financing of terrorism measures
are undertakcn to determine their effectiveness;

(b) that the roles and responsibilities of the auditor are clearly
dellned and documented including-

(i) checking and testing compliance with relevant
legislations on money laundering and financing of
terrorism; and

(ii) assessing whether current measures are consistent with
developments and changes of anti-money laundering
and combating financing of terrorism requirements.

(2) The auditor shall submit a written report on the audit
findings to the board highlighting any inadequacies in internal anti-
money laundering and combating financing of terrorism measures and
controls and the board shall ensure that necessary measures are taken to
rectify the inadcquacics.

(3) A board of a regulated entity shall ensure that audit findings
and reports arc submitted to the Authority within thirty days of
receiving the findings or reports but in any event not later than the 3lst
January of every year.

Functions of the
money laundcring
officer

Acccss to
information.

Indcpendcnt
audits.



a

t64 Kenya Subsidiary lz gislation, 2020

12. (l) A regulated entity shall establish and maintain an anti-

money laundering ind combating financing of tenrcrism program that

sets out the inter.nal policies, procedures and controls necessaty to

detect money laundering and finincing of terrorism and to managc and

mitigate the risk of money laundering and financing of terrorism'

(2) An anti-money laundering and combating financing of
terrorism program shall include-

(a) the appointment of a Money Laundering Reporting Olficer;

(b) the development and regular review of internal policies,

procedures and controls;

(c) assessment and documentation of risks related to money

laundering and financing of terrorism' and the

documentation and implementation of mitigation measures

to deal with the risks;

(d) continuing training for employees and agents; and

(e) an independent review of the policies, procedures and

internal controls to test their effectiveness and efticiency'

(3) A money laundering and financing of terrorism program

shall take into account the nature, scale and complexity of the regulated

entity and the nature and degree of money laundering and f,rnancing of
terrorism risks facing the entity.

(4) The money laundering and financing of terrorism Program
shall be docunrented, approved by the board and communicated to all

levels of the regulated entity.

13. A regulated entity shall develop and maintain an anti-money

laundering and combating financing o1 tenorism policy which

including-

(a) a high-level summary of key controls and objectives of the

PolicY;

(b) a statement that the anti-money laundering and combating

financing of terrorism policy applies to all areas of the

business including on a global basis-

(i) to waivers and excePtions; and

(ii) to operational controls.

14. The operational controls ol an anti-money laundering and

combating financing of terrodsm policy shall include-

(a) a statement of responsibility for compliance with the anti-

money laundering and combating financing of terrorism
policy:
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(b) customer duc diligence including-

(i) customer identification and verification;

(ii) additional Know Your Customer information;

(iii) high-riskcustomers;

(iv) non-lace-to-face business, where applicable;

(v) reinsurancearrangements;

(vi) thc handling ofpolitically exposed persons;

(vii) monitoring and reporting of suspicious transactions;

(vii) co-opcration with other relevant authorities;

(ix) record-keeping;

(x) screening of transactions and customers;

(xi) employee training and awareness; and

(xii) adoption of risk management practices and use of a
risk-based approach.

15. A regulated entity shall develop a compliance policy
statement on the commitment of senior management and board of the
entity to develop anti-money laundering and combating financing of
terrorism objectives and implementation of measures to deter the use of
its services and products fbr money laundering and financing of
terrorism.

16. (l) An anti-money laundering and financing of terrorism
policy shall cstablish clear responsibilities and accountabilities within
the regulated entity to ensure that policies, procedures and controls are
developed and maintained to deter criminals from using their services
and products for money laundering and financing of terrorism.

(2) An anti-money laundering and financing of terrorism policy
shall include-

(a) standards and procedures fbr compliance with applicable
laws and regulations;

(b) a description of the role of the Money Laundering Reporting
Officer and other relevant employees;

(c) screening programs for hiring employees;

(d) incorporating anti-money laundering compliance in job
descriptions and performance evaluations of appropriate
employees;

(e) mechanisms for program continuity when there are changes
in management or employee composition or structure; and

(0 any othcr issue as may be required by the Authority

17. The compliance policy statement shall include a statement
that-
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(a) employees shall comply with applicable laws and regulations

and corporate ethical standards;

(b) activities by the regulated entity shall comply with
applicable laws and regulations;

(c) directs staff to a compliance officer or other knowledgeable
individual when there is a question regarding compliance

matters; and

(d) employees shall be held accountable for canying out their'

compliance responsibilities.

18. A regulated entity shall establish- Staffvctting'

(a) screening procedures when hiring employees and agents

taking into account the risks identified in the entity's risk

assessment; and

(b) policies, procedures and controls for the regular vetting

ienior managers, the Money Laundering Reporting Oft'icer
and any other employee whose role involves anti-money

laundering and combating financing of terrorism duties'

19. (l) A regulated entity shall establish measures to ensure that Tlaining'

the members of the board, employees and agents are regularly trained

on-
(a) anti-money laundering and combating financing of tcrrorism

laws and regulations;

(b) prevailing techniques, methods and trends in money

laundering and financing of terrorism; and

(c) the entity's internal policies, procedures and controls on anti-

money laundering and financing of terrorism.

(2) A regulated entity shall document and maintain thc

following in respect of training-
(a) scope and nature ofthe training;

(b) the tasks to be undertaken by stafT who have had anti-money

laundering and financing of terrorism training;

(c) application of the anti-money laundering and financing ol'

tenorism training, including fiequency and delivery

methods;

(d) monitoring to ensure that members of staff have completed

the required training;

(e) tailoring training for different employees based on tasks

carried out and degree of anti-money laundering and

financing of terrorism risk the entity faces liom members of
stafT in their positions; and

(t) whether and how employees are assessed for knowledge,
application and retention of the anti-money laundering and

financing of terorism training.
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20. A rcgulated entity shall-
(a) conduct a risk assessment of its customers to identify the

type of customers with a high risk of money laundering and
financing of terrorism;

(b) establish measures in its intemal policies and procedures to
address the different kinds of risks posed by its customers;

(c) apply a risk-based approach in the assessment of risks
associatcd with money laundering and financing of terrorism
in respcct to-
(i) customers and business relationships;

(ii) products and serviccs;

(iii) distribution channels;

(iv) geographical location; and

(v) other relevant factors;

(d) take into consideration the following factors when
conducting risk assessment of customers or type of
customers -
(i) the origin of the customer and location of business;

(ii) background of the customer;

(iii) nature of the customer's business;

(iv) structure of ownership for a corporate customer; and

(v) any other information that may indicate whether or not
thc customer is of higher risk;

(e) monitor the patterns of each customer's transactions to
ensurc it is in line with the customer's profile and reassess
the customer's risk profile if there are material changes;

(0 incorporate the following in its risk assessment and profiling
processes -
(i) documentation on risk assessment and findings;

(ii) considcr all relevant factors before determining the level
of overall risk and appropriate level and type of
mitigation to be applied;

(iii) ensure that risk assessment procedures are up to date;
and

(iv) conduct an assessment at least once every two years;

(g) takc enhanced measures to manage and mitigate high risks;

(h) apply simplified mitigation measures for low risks;

(i) document the outcome of risk assessment and submit the
report thc Authority upon request.

Risk asscssmcnt.
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21. (l) A regulated entity shall-

(a) conduct customer duc diligence and establish the identity
and legal existence of customers based on reliable and

independent source documents; and

(b) conduct customer due diligence when-

(i) establishing business relationship with a customerl

(ii) carrying out cash or occasional transactions;

(iii) the entity suspects money laundedng or tinancing of
terrorism activities; or

(iv) the entity doubts the correctness or adequacy o[
previously obtained information.

(2) The customer due diligence shall comprise of-
(a) identilying and verifying relevant customer details;

(b) identifying and verifying beneficial ownership and control of
transactions;

(c) identifying and verifying any natural persons behind a legal
person or legal arrangement including the nature of business,

ownership and control structure in relation to a customer that
is a legal person or legal arrangement;

(d) obtain infbrmation on the pulpose and intended nature ol'thc
business rclationship or transaction; and

(e) conduct on-going due diligence and scrutiny to ensure that

the information provided is up to date and relevant.

(3) A regulated entity shall-

(a) take reasonable stePs to ascertain the true identity of its

customers or beneficiaries;

(b) identify and verify details of proposed recipients wherc

claims and other monies are payable to persons or companies

other than customers or beneficiaries; and

(c) not commence business relationships or perform any

transactions or, in the case of existing business relationships'

renew such business relationships where customers tail to
comply with customer due diligence requirements and file
suspicious transaction rePorts with the Centre where

necessary.

(4) A regulated shall conduct customer due diligence tbr not
more than fourteen days after the business relationship has bcen

established where the risks of money laundering and financing of
terrorism are low or where measures are already in place to effectively
manage the risk to enable the customer to furnish the relevant
documents.

Customer duc
diligcnce.
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(5) Where a regulated entity has already commenced the
business relationship and is unable to ascertain the identity of the
customer or beneficiary, it shall terminate the business relationship and
make a suspicious transaction report to the Centre.

22. A regulated entity may apply simplified customer due
procedures where there is no suspicion of money laundering or
financing of terrorism and-

(a) where the risk profile of the customer is low;

(b) there is adequate public disclosure in relation to the
customer; or

(c) therc are adequate checks and controls from the customer's
country of origin or source of funds.

23. (l) A regulated entity shall apply enhanced customer due
diligence procedurcs in order to-

(a) obtaining f'urther intbrmation that may assist the entity in
asccrtaining the customer's identity;

(b) verily the documents furnished by the customer;

(c) obtain senior management approval for establishing business
relationship;

(d) obtain comprehensive customer profile intbrmation
including the purpose for the insurance cover, the occupation
of the customer and source of funds;

(e) assign a member of staff to serve, and conduct continuous
due diligcnce of, the customer;

(f) request othcr documents to complement those which are
otherwise required; and

(g) request certification of submitted documents by appropriate
authodties or professionals.

24. (l) A regulated entity shall, in the case of a natural person,
require the customer to produce an official record to ascertain the true
identity secking to enter into a business relationship, such as-

(a) a birth certificate;

(b) a national identity card;

(c) a driver's licence;

(d) passport; or

(e) such other particulars as may be required by the Financial
Reporting Centre under section 44 of the Proceeds of Crime
and Anti Money Laundering Act,2009.

(2) A regulated entity may take additional measures to identity
and verity the identity of the customer including the customer's-
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(a) postal address;

(b) physical or residential address;

(c) utility bills including electricity or water bills;

(d) occupation or employment details;

(e) source of income;

(t) nature and location of business activity;

(g) personal identitication number issued under a tax law;

(h) where applicable, written references attesting to the

customer's identitY;

(i) such other particulars as may be required by the Financial

Reporting Centre under section 44 of the Proceeds of Crime

and Rnti Money Laundering Act, 2009 or any other written

law.

25. A regulated entity shall obtain the following documents from

a legal p"ttor-o, a body corPorate when conducting customer due

diligence-

(a) its registered name;

(b) a certified copy of its Certificate of Registration or

Certificate of Incorporation, or Memorandum and Articles ol'

Association or other similar documentation;

(c) a certified copy of its board's resolution granting authority to

transact business with the regulated entity and designating

persons having signatory authority thereof;

(d) the names, dates of birth, identity card or passPort numbers

and addresses of the natural Persons managing, controlling or

owning the body corPorate or legal entity;

(e) in the case of corporate bodies, the audited financial

statements fbr the year preceding the transaction with the

regulated entitY;

(1) its personal identification number issued under a tax law; or

(g) where applicable, written confirmation from the customer's

prior refJtated entity, attesting to the customer's identity and

previous business relationshiP.

26. A regulated entity shalt obtain the fbllowing particulars to

ascertain thc identity of a partnership-

(a) the name ol'the partnership or its registered name;

(b) the partnership deed;

(c) the regisl.ered address or principal place of business or oftlcc;

lnformation on
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(d) the registration number;

(e) the names, datcs of birth, identity card numbers or passport
numbers and addresses of the partners;

(0 the partncr who exercises executive control in the
partnership;

(g) the name and particulars of the natural person who has been
authorised to establish a business relationship or to enter into
a transaction with the regulated entity on behalf of the
partncrship; or

(h) the un-audited financial statements tbr the year preceding the
transaction with the regulated entity.

27. A regulated entity shall obtain the following particulars to
ascertain the identity ol a trust-

(a) its registcrcd namc, if any;

(b) its rcgistration number, if any;

(c) its Certificate of Incorporation or registration, where
relevant;

(d) the trust deed;

(e) otticial returns indicating its registered office and, where
different from the registered office, the principal place of
business;

(l) thc namcs and details of the management company of the
trust or lcgal arrangement, if any;

(g) the names of the persons having senior management position
in the legal person or trustees of the legal arrangement;

(h) names of the trustees, beneficiaries or any other natural
person cxcrcising ultimate effcctive control over the trust;

(i) the name ol the founder of the trust;

0) any other documentation from a reliable independent source
proving the name, form and current existence of the
customer; and

(k) such other documents or particulars as may be required by
the Financial Reporting Centre under section 44 of the
Proceeds ol'Crime and Anti Money Laundering Act, 2009.

28. (t) A rcgulated entity shall ascertain the beneficial owners,
nature of business ownership and control structure of corporate
customers and sources of funds of the customer.

(2) A regulated entity shall obtain the following particulars to
ascertain the beneficial owners and control structure of corporate
customers -

(a) details of incorporation;
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(b) partnership agreements;

(c) deeds of trust;

(d) particulars of directors and shareholders;

(e) namcs of relevant Persons holding senior management

positions;

(l) names of trustees, beneficiaries or any other natural Person
exercising ultimate effective control; and

(g) any other documentation obtained fiom a reliable
independent source ascertaining the name, tbrm and

existence of the customer.

(3) A regulated entity shall conduct customer due diligence on

any natural person who ultimately owns or controls the customer's

transaction if it suspects that a transaction is conducted on behalf of a

beneficial owner and not the person who is conducting the transaction.

29. (1) A regulated entity may rely on customer due diligencc
conducted by intermediaries if it is satisfied that the intermediary-

(a) has adequate customer due diligence procedures;

(b) has reliable mechanisms tbr verifying customer identities;

(c) can provide the customer due diligence information and

readiiy make copies of relevant documentation available on

request; and

(d) is regulated and supervised for the purpose of preventing

money laundering and financing of terrorism.

(2) A regulated entity that relies on an intermediary for customer

due diligence shall not be required to retain copics of customer

identificition documentation where the documentation can be obtained

from the intermediary on request.

(3) Where a regulated entity relies on an intermediary fbr
customer due diligence, ultimate responsibility for customer due

diligence shall remain with the regulated entity.

30. (l) A regulated entity shall take reasonable measures to

mitigate money laundering and financing of terrorism risks arising

tiom the use of new technologies in transactions which do not rcquire

face-to-face contact.

(2) A regulated entity shall establish measures for customer

verillcation thai are as stringent as those for face-to-face interactions

and implement monitoring and reporting mechanisms to identity
potential money laundering and financing of terrorism activities.

(3) A regulated entity shall, where possible, carry out face to lacc

interviews for high risk customers.

(4) A regulated entity shall only establish business relationships

upon completion ol the customer due diligence Process that have been

conductcd through lace-to-face interactions.
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(5) A regulated entity shall apply customer identification
procedures and continuing monitoring standards for non-face-to-face
customers as flor Iace-to-face customers

(6) A regulated entity shall take any of the following measures to
mitigate the risks associated with non-face-to flace transactions-

(a) requirc certification of identity documents by magistrates,
legal practitioners, commissioners of oaths or notaries
publicl

(b) requisition of additional documents to complement those
required fbr tace-to-face customers;

(c) use independent contacts to verify customer identities;

(d) rcquire payment of premiums through a bank account in the
customcr's name;

(e) require more frequent update of information on customers;
or

(l) refusal ol'business relationships without face-to-face contact
fbr high risk customcrs.

31. (l) A regulated entity shall have, in addition to its customer
due diligence process, a risk management framework to ascertain
whether or not customcrs are politically exposed persons.

(2) A regulated entity shall gather sufficient and appropriate
infbrmation fiom the customer and any other source to ascertain
whether or not the customer is a politically exposed person.

(3) A rcgulated entity shall take reasonable measures to establish
the source o[ funds ol'a politically exposed person with whom it has a
business relationship.

(4) A regulated entity shall conduct enhanced continuing
customer due diligence on politically exposed persons during its
business relationships with politically exposed persons including
customer due diligence on the family members or close associates of
politically exposed persons.

32. (l) A rcgulated entity shall conduct enhanced customer due
diligence on customers assessed as higher risk including requiring-

(a) more detailed information from the customer and other
sources including the purpose of the transaction and source
o{ funds; and

(b) approval from the senior management of the regulated entity
befbre establishing the business relationship with the
customer.

Politically
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(2) Customers assessed as higher dsk include-

(a) high net worth individuals;

(b) non-resident customers from locations known for high rates

of crime and higher risk jurisdictions as identified under

section 45A of the Proceeds of Crime and Anti Money

Laundering Act,20O9;

(c) politically exposed Persons;

(d) legal arrangements that are complex including trusts and

nominees;

(e) cash-based businesses; and

(t) unregulated industrics.

33. A regulated entity shall, in addition to customer due

diligence on 
"uito-"rs 

and beneficial owners, conduct customer due

dililence on beneticiaries of lif'e insurance and other investment related

insrirance policies as soon as the beneficiaries are identified or

designated.

34. (l) A regulated entity shall ensure that customer records

including the customer profiles are uP to date and relevant'

(2) A regulated entity shall regularly review customer records,

especially when-
(a) a signiticant transaction takes place;

(b) there is a material change in the way the customer account is

oPerated;

(c) the customer's documcntation standards change

substantially; or

(d) the entity discovers that the customer information is or has

become inadequate.

(3) A regulated entity shall maintain customer records for at least

scven years after the end of the business relationship and ensure that

that the intbrmation is easy to retrieve.

(4) The customer records to be maintained include-

(a) the risk profile of customers or beneficiaries;

(b) data obtained through customer due diligence;

(c) the nature and date of transactions;

(d) the type and amount of currency involved;

(e) the policy and claims settlement details, statements of
account and business correspondence; and

(D copies of official documents of identity such as Passports,
identity cards or similar documents.

(5) Where customer records are the subject of ongoing

investigations or prosecution in court, thcy shall be retained beyond the

No.9 of 2009
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specified retention period until it is confirmed by the relevant authority
that thc rccords are no longer needed.

(6) A rcgulated entity shall ensure that all documents collected
through customer due diligence are up to date and relevant by
conducting reviews ol' existing records.

35. A regulatcd cntity shall cnsure that retained documents and
records -

(a) are ablc to create a traceable audit trail on individual
transactions;

(b) can enable the entity to establish the history, circumstances
and reconstruction of each transaction including the-
(i) identity of the customer or beneficiary;

(ii) type and fbrm of transaction; and

(iii) amount and type of currency;

(c) arc in a lbrm that is acccptable under the Evidence Act; and

(d) are sccurc and rctrievable in a timely manner.

36. (l) A regulatcd entity shall conduct continuing customer due
diligence with regards to its business relationship with its customers,
account activitics and transaction behaviour based on customer risk
assessments.

(2) A regulatcd entity shall conduct continuing due diligence on
existing high-risk customers including endorsements to policies and
exercise of rights under terms of insurance contracts.

(3) Transactions which a regulated entity shall be required to
conduct continuing due diligence on existing high-risk customers
include-

(a) change in beneficiaries to include non-family mcmbers;

(b) request tbr payments to persons other than beneficiaries;

(c) a significant increase in the sum insured or premium
payment that appears unusual in the light of the income of
the policy holder;

(d) use of cash for payment of large single premiums;

(e) payment by a wire transfer flrom or to foreign parties;

(0 high frequcncy ofendorsements on a policy;

(g) payment by banking instruments which allow anonymity of
the transaction;

(h) change of address or place of residence of the policy holder
or beneficiary;

(i) lump sum top-ups to an existing life insurance contract;
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0) lump sum contributions to personal pension contracts;

(k) requests for prepayment of benetits;

(l) unusual use of the policy as collateral other than for the

financing of a mortgage by a regulated financial institution;

(m) change of the type ol benefit including change ol typc ol'

payment from an annuity to a lump sum paymenti or

(n) early surrender of the policy or change of the duration wherc

this causes penalties or loss of tax relief.

(4) A regulated entity shall conduct continuing customer due

diligence to asiertain the economic background and purpose of. any

traniaction or business relationship that appears unusual, does not have

any apparent economic purpose or the legality of such transaction is not

clear lncluding with regirds to complex and large transactions or higher

risk customers.

(5) A regulated entity shall conduct continuing due diligence or

monitoring oflransactionJ of business relationships and transactions

with indiv-iduals, businesses, companies and financial institutions liom
countdcs which have insufficiently implemented anti-moncy

laundering and combating financing of terrorism measures'

(6) A regulated entity shall make further enquiries on 
-such

business relationships and transactions including their background and

purpose and document the findings in writing.

37. (l) A regulated entity shall put in place an adequate

management informition system to complement its customer due

diligence and which should provide the entity with timely information

oD i regular basis to enable the entity to detect any suspicious activiLy.

(2) The management information system shall be part of the

regulaied entity's iiformation system that contains its customers'

no-rmal transaction and business profile, which is accurate and updated.

38. (1) A regulated entity shall establish internal criteria,

hereafter referred to is red flags, to detect suspicious transactions and

for conducting enhanced due diligence and continuing monitoring ol'

any transaction that matches the red flags criteria.

(2) Suspicious transactions may fall in any of the categories

spccified in the Schedule.

39. A regulated entitY shall-

(a) report suspicious transactions to thc Centre and maintain a

register of reported suspicious transactions;

(b) ensure that the reporting of suspicious transactions is done

securely in order to maintain confidentiality and secrecy'

40. (l) A regulated entity shall submit a suspicious transaction

report when-

Mirnagemcnl
information
system.

Suspicious
transactions

Suspicious
transactions
reporting.

Triggers for
submission of
suspicious
transactions
rcpoils.
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(a) it is unable to complete the customer due diligence process
on a customcr who is unreasonably evasive or uncooperative
bascd on normal commercial criteria and its internal policy;
or

(b) a customer's transaction or attempted transaction fits the
regulated entity's list of red flags.

(2) The Money Laundering Reporting Officer of a regulated
entity shall maintain a register of internally generated suspicious
transaction reports and supporting documentary evidence thereon.

(3) A regulated entity shall establish reasonable measures to
ensure that employees involved in conducting or facilitating customer
transactions are aware of suspicious transactions reporting procedures
and consequences fbr the failure to report suspicious transactions.

41 . A regulated entity shall report to the Centre any cash
transaction equivalent to or exceeding ten thousand United States
dollars or its equivalent in any other currency carried out by the entity
whether or not the transaction appears to be suspicious.

42. (l) A regulated entity shall maintain a database of names and
particulars of listed pcrsons in the United Nations Sanctions List.

(2) A regulated entity shall, upon receipt from the Authority,
keep updated the Sanctions List of various resolutions passed by the
United Nations Security Council on combating terrorism and other
relevant resolutions which require sanctions against individuals and
entities.

(3) A regulated entity, upon receipt of the Sanctions List fiom the
Authority, shall conduct regular checks on the names of new
customers, as wcll as regular checks on the names of existing
customers and potential customers, against the names in the Sanctions
List.

(4) Where a regulated entity matches a name match on the
Sanctions List with a name in its Sanction List database, it shall take
reasonable and appropriate measures as required by the Prevention of
Terrorism (lmplementation of the United Nations Security Council
Resolutions on Suppression of Terrorism) Regulations, 20 I 3 .

(5) A regulated entity shall ensure that the information contained
in its Sanctions List database is up to date and easily accessible by its
employees.

41. A regulated entity shall file with the Authority on a quarterly
basis a report on compliance with these guidelines within thirty days
after the end of the quartcr.

42. (l) Where the Authority determines non-compliance with the
provisions of these guidelines, it may take any intervention prescribed
by the Insurance Act or any other relevant written law.

(2) Where the Authority determines that a regulated entity has
not met the requircments of these guidelines, the Authority may impose
any or all of the administrative sanctions specified in the Insurance Act
to correct the situation including-

Rcporting on cash
transactions.

Compliance
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(a) directing the regulated entity to take appropriate remedial

action;

(b) imposing additional reporting requirements and monitoring

activities; and

(c) withdrawing or imposing conditions on the business license

of the regulated entity based on the nature of the breach.
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SCHEDULE

INDICATORS OF SUSPICIOUS TRANSACTIONS

1. A request by a customer to enter into an insurance contract(s) where the source of
the funds is unclcar or not consistent with the customer's apparent standing.

2. A sudden request for a significant purchase of a lump sum contract with an existing
customer whose current contracts are minimal and of regular paymens only.

3. A proposal which has no discernible purpose and a reluctance to divulge a "need"
for making the investment..

4. A proposal to purchase and settle by cash.

5. A proposal to purchase by utilizing a cheque drawn from an account other than the
pcrsonal account of the proposer.

6. The prospcctive client who does not wish to know about. investment performance
but does enquire on the early cancellation or surrender of the particular contract.

7. A customer establishes a large insurance policy and within a short time period
cancels the policy, requests the return ofthe cash value payable to a third party'

8. Early termination of a product, especially in a loss.

9. A customer applies for an insurance policy relating to business outside the

customer's normal pattern of business.

10. A customer requests for a purchase of insurance policy in an amount considered to
be bcyond his apparent need.

I l. A customcr attempts to use cash to complete a proposed transaction when this type
of business transaction would normally be handled by cheques or other payment
instruments.

12. A customcr rcluscs, or is unwilling, to provide explanation of financial activity, or
provides explanation assessed to be untrue.

13. A customer is reluctant to provide normal information when applying fbr an

insurance policy, provides minimal or fictitious information or, provides
information that is difficult or expensive for the institution to verify.

14. Delay in the provision of information to enable verification to be completed.

15. Opening accounts with the customer's address outside the local service area.

16. Opening accounts with names similar to other established business entities.

17. Attempting to open or operating accounts under a false name.

18. Any transaction involving an undisclosed party.

19. Atransferofthebenetitofaproducttoanapparentlyunrelatedthirdparty.

20. A change of the designated beneficiaries (especially if this can be achieved without
knowledge or consent of the insurer or the right to payment could be transferred
simply by signing an endorsement on the policy).

21. Substitution, during the life of an insurance contract, of the ultimate beneficiary
with a person without any apparent connection with the policy holder.

22. The customer accepts very unfavourable conditions unrelated to his health or age.

23. An atypical incidence of pre-payment of insurance premiums.
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24. Insurance premiums have been paid in one cun'ency and requests lbr claims to be

paid in another culrency.

25. Activity is incommensurate with that expected from the customer considering the

informition already known about the customer and the customer's Previous
financial activity. For individual customers, consider customer's age, occupation,

residential address, general appearance, type and level ofprevious financial activity.

For corporate customers, consider type and level of activity'

26. Any unusual employment of an intermediary in the course of somc usual

transaction or formal activity e.g. payment of claims or high commission to an

unusual intermediary.

27. A customer appears to have policies with several institutions.

28. A customer wants to borrow the maximum cash value of a single premium policy'

soon after paying fbr the PolicY.

29. The customer who is based in non-co-oPerative countries designatcd by the

Financial Action Task Force from time to time or in countries where the production

of drugs or drug trafficking may be prevalent.

30. The customer who is introduced by an overseas agent, aftiliator or other comPany

that is based in non-co-operating countries designated by thc Financial Action Task

Force from time to time or in countries where com:ption or the production of drugs

or drug trafticking may be prevalent.

3l . A customer who is based in Kenya and is secking a lump sum investment and offers

to pay by a wire transaction or foreign currency.

32. Unexpected changes in employee characteristics including a lavish lifestyle or

avoiding taking holidays.

33. Unexpected change in employee or agent pertbrmance, e.g. the salcs person selling

products has a remarkable or unexpected increase in performance.

34. Consistently high activity levels of single premium business far in excess of any

average company expectation'

35. The use of an address which is not the client's permanent address, e.g. utilization of
the salesman's office or home address for the dispatch of customer documentation.

36. Any other indicator as may be detected by the insurance institutions from time to

trme.

Dated the l3th February,2O2O.

ABDIRAHIN H ABDI,
Chairman,

I ns uranc e Re g u latorT, Auth o r itY .

GODFREY K KIPTUM,
C om nti s s io ner of I ns urance,

I nsurance Re7ulatory Authoriry.



EI(PLANATORY MEMORANDT'M

INSI'RANCE (ANTI-MONEY LAUNDIRING AND COMBATING FINANCING OF
TERRORTSMI GUTDELTNES, 2O2O

PART I

Name of Statutory Instrument

Name of the Parent Act

Insurance (Anti-Money Laundering and
Combating Financing of Terrorism)
Guidelines,2O2O

\
The Insurance Act, (Cap. 4871

Enacted Pursuant to Section 3A (g) of the Insurance Act,
Section 36A of the Proceeds of Crime
and Anti-Money Laundering Act,
2OO9 and Prevention of Terrorism
Act,2Ol2

Name of the Ministry/Department:

Gazetted oo. :

Tabled on :

The National Treasury and Planning

28m February,2O2O

PART II

1. Purpose of Statutory Instrument

Kenya is a signatory to the international and regional agreements on Anti
Money Laundering and Combating Financing of Terrorism. The Proceeds of
Crime and Anti Money Laundering Act, 2OO9 (POCAMLA) and Prevention of
Terrorism Act (POTAI QOl2l have placed obligations on supervisory bodies and
the regulated entities in the fight against money laundering and terrorism
financing. The Authority is recognised as a supervisory body under the First
Schedule of the Proceeds of Crime and Anti Money Laundering Act, 2OO9

(POCAMLA).

The purpose of the statutory instrument is to provide a framework for the
prevention of money laundering and combating financing of terrorism in the
insurance sector. The legal instrument aims to provide a legal guidance for the
regulated entities in their attempts to prevent the sector from being misused for
money laundering and terrorist financing activities.
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Money laundering and terrorism financing portends significant threats to the

integrity of economic and financial systems by eroding customer confidence

and weakening the role of the financial sector in economic growth. The

insurance industry is not immune to money laundering and terrorism

financing. Insurance products and services can be used to launder money as

well as finance terrorism activities.

2. Legislative Context

The Authority has legal obligations as a supervisory body under section 36A of
proceeds of Crime and Anti-Money Laundering Act (POCAMLA) and the

requirement of Prevention of Terrorism Act (POTA) which forms the basis of

issuing these Guidelines. The Authority issued the first AML guideline in June

2OLI following the enactment of the Proceeds of Crime and Anti-Money

Laundering Act, 2OOg. At the time of issuing the guidelines, the Prevention of

Terrorism Act, 2012 (POTA) and the regulations to operationalize POCAMLA

and POTA had not been issued.

In addition, Financial Action Task Force (FATF) subsequently developed new

requirements on risk-based approach to ML/TF risks, risks caused by new

technologies and non- face to face transactions and reliance on intermediaries

for customer due diligence. These developments prompted the revision of the

AML guideline issued in 2011.

3. Policy Background

Being a member of the International Association of Insurance Supervisors

(IAIS), the Authority recognises the Financial Action Task Force (FATF)

standards as the global standards on Anti Money Laundering (AML) and

Combating Financing of Terrorism (CFT). Some of the proceeds of crime in our

country may have found their way to the insurance industry and the same may

have been used to finance incidences of terrorism that have been witnessed in

our country. This follows from the 1998 bombing of the US Embassy in

Nairobi, the Kikambala Terrorist attack, Westgate Terrorist attack to the recent

incidence of terrorist attack on Dusit2 in Nairobi. In respect to money

laundering, some of the notable example include NYS 1 and 2 cases. Insurers

and reinsurers as reporting institutions need to be extra vigilant to ensure that

the insurance industry does not provide an avenue for criminals to use the

sector for money laundering and terrorism financing
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Various amendments to the principal law have been enacted with the most
recent being The Proceeds of Crime and Anti Money Laundering (Amendment)
Act 2017 which gives the Financial Reporting Centre powers to impose civil
penalties for non-compliance with the legal requirements.

4.O. Consultation Outcome

As provided for in Articles 10 and 118 of the Constitution of Kenya, the
lnsurance Regulatory Authorit5r, consulted the stakeholders and the general
public on the effect of the regulations. The responses informed the policy
behind the draft Guidelines.

The following consultations and stakeholder forums were held

SCHEDULE OF INTERNAL STAKEHOLDERS

Date Venue Workshops / Fomms
20l02l2Ot8 Insurance

Regulatory
Authorit5r's
Training Room

Exposure of the Guideline
Authority's staff

to the

23/02l2OL8 College of
Insurance

Stakeholder's Workshop for insurance
companies

08/03l2ot8 Insurance
Regulatory
Authority's
Trainine Room

Bancassurance Stakeholders

The outcome of stakeholder and public consultation was in favour of the
issuance of the Guidelines.

The Draft Guidelines were availed on the Insurance Regulatory Authority
website https://www.ira.eo.ke for pubic consultation and input received on
actreview@ira.go.ke

5.O Impact

5.1 Rights and Freedoms

The coming into effect of these Guidelines will have no negative impact on
the fundamental Rights and Freedoms of the citizens and residents of
Kenya.
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The Guidelines will ensure adherence to POCAMLA and PoTA

requirements. The guidelines will enhance the protections of the insurance

sector from the vulnerability of Money Laundering and terrorism financing

risks.

5.2 The Impact on the Private Sector

The coming into force of the Guidelines will have the effect of promoting

the adherence of the insurance sector with the provisions of POCAMLA

and pOTA legislation and policies. It will create clear framework of

implementation of the AML and prevention of terrorism requirements by

the insurance industry.

5.3 The Impact on the Public Sector

These Guidelines helps the Authority to comply with its mandate as

provided under section 36A of POCAMLA and the requirements of POTA.

6.0 Monitoring and Review

The Guidelines will come into effect immediately upon publication.

The implementation of these Guidelines will be monitored through the

supervision by AuthoritY.

These Guidelines will be reviewed in line with the Authority's periodic

assessment of the impact of these Guidelines on the insurance industry

and any other amendment to POCAMLA and POTA'

The undersigned can be contacted for queries on the statutory

instrument.

7.O Contact

ABDIRATIIN H ABDI
Chairman,
Insurance Regulatory AuthoritY
NAIROBI

GODFREY K KIFTUM
Commissioner of Insurance & Chief Executive Officer

Insurance Regulatory AuthoritY
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